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Utilizing Unidirectional Security Gateways 

to Achieve Cyber Security  

for Industrial Environments 



Introducing: Waterfall Security Solutions Ltd  

ƀ Located in Rosh-Haôayin, Israel  

ƀ Product core developed at 2004 and is evolving since  

ƀ Technology and Business Focus:  

ƀ North American  SCADA Networks, Industrial Control networks, Utilities 

and Critical Infrastructures  

ƀ Tight and continuous relationships with relevant regulators and authorities  

ƀ Installed-base:  

ƀ Nuclear Plants, Fossil Plants, Pipelines, Refineries, Oil & Gas, 

Petro -Chemicals, Transportation, Air -ports, Water , and many other 

critical infrastructures and industrial organizations.  
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Introducing: Waterfall Security Solutions Ltd  

ƀ What do we do: 

Unidirectional Security Gateways , end to end solutions - providing seamless, 

industrial grade, out -of-the-box integration and connectivity to existing 

infrastructures, industrial applications and SCADA protocols Provide absolute security 

 

ƀ Why customers buy our solutions: 

ƀ Assist achieving compliance to NERC, NRC and other relevant regulations 

ƀ Installed base includes Nuclear, Fossil and other power plants, pipelines, 

refineries and more ï all in industrial, critical or operational environments  

ƀ Robust, reliable, manageable, unidirectional security gateways 
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ÁConstant Change:  

ÁCommunication and process control systems are evolving 

ÁCyber-Threats are evolving 

ÁSecurity measures ï Better evolve as wellé 

 

ÁThe Threat 

ÁCritical National I nfrastructures has become a prime target 
for Cyber Terror and Cyber Crime 

ÁThe assaults are backed up by capable entities (countries or 
terror groups with means ) 

ÁThe perpetrators risks are minimal 

ÁThere are several documented ñsuccessfulò power outages 
and other sorts of damage incidents 

The Quickly Changing Landscape  
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The Threats are Real  
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Main Threat Scenarios:  

ƀ Letôs focus on two main threat  scenarios: 
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Scenario I ï Linking Critical and Business Networks  

ÁThe critical (operational, industrial) network is required to send real-
time information to business/administrative networks 

Á Plant and production information 

Á Operational monitoring and status information 

Á Alerts and events 

 

ÁThe business network is commonly connected to other networks, 
including the Internet  

 

ÁVia these connections, attackers can  
gain access to the critical network  
and carry out remote, online attacks  
into it  
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Scenario II ï Remote Monitoring of Critical Networks  

ÁA Control Center or Operations Center is remotely monitoring a critical 
network or an equipment within it  

ÁThis can be a 3rd party vendor or service provider monitoring equipment 
for maintenance and service level 

ÁThe Control Center usually monitors many other networks, from other 
facilities and other countries 

 

ÁCritical network now exposed to threats  
originating from each and every network  
which is monitored by this Control Center 
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The Traditional Solution Approach ï IT Security  

ÁDeploy standard IT security means and techniques: 

Á Firewalls, intrusion detection and prevention systems 

Á Anti-viruses and content filters 

Á Encryption and authentication 

 

 

ÁIT Security is not enough here:  

Á All IT Security products suffer  

Á software bugs  

Á Vulnerabilities and exploits  

Á miss configuration and human errors  

 ï thus, can be hacked and circumvented 
 

Is this good enough when considering the risks? 
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Software Based Security (Firewalls)  

ñOnly one of the firewalls exhibited just a single misconfiguration. 

All the others could have been easily penetrated by both 

unsophisticated attackers and mindless automatic wormsò 
A. Wool, IEEE Computer, June 2004 
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þWhat you must learn is that these rules are no 

different than the rules of  a computer system . 

  

Some of  them can be bent.  

 

Others can be broken.  

 
Understand? ÿ 
 

 

 

(Morpheus; The Matrix, chapter 15) 
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Software Based Security  



Unidirectional Security Gateway ï The Novel Solution  
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The Novel  Approach - Unidirectional Connectivity  
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ƀ Unidirectional data connectivity from the industrial network to 

corporate network 

ƀ Hardware based security, providing physical segregation 

ƀ Software agents installed on both ends to enable seamless 

connectivity with existing infrastructure  

 

 

 

 

Industrial Network                               Corporate Network 

Waterfall TX  

Server 

Waterfall RX 

Server 

Waterfall  

TX appliance 

Waterfall  

RX appliance 



Waterfallôs Security Unidirectional Core 

Hardware Based Unidirectional 

Security Gateway 

Transmitter Receiver 

Photocellï 
Receive Only 

Laser ï 
Transmit Only 
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Connecting é Buté. 

ƀIP networks and applications are bidirectional, at all levels of 

communication 

 

ƀSolution ï Mimic behavior of each ñsideò of the play: 

ƀ ñMimicò Tx side as if transmissions reached original destination 

ƀ ñMimicò Rx side transmissions as if coming from original sender 

ƀ Additional polling, pre-scheduled or trigger based activities and 

operations 
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Waterfall Implementation in Industrial Networks  

ƀUsed for transmitting data from the critical network  

ƀHackers on the outside have no path into the network  

ƀThe critical network is 100 % protected, business needs 
is 100 % fulfilled  
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Usage Scenarios ï Supporting all the needs  
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ƀ Replicating applications and 
historian systems 

 

ƀ Transferring SCADA protocols 

 

ƀ Remote View and Remote 
Assistance 

 

ƀ Support for ñstandardò IT 
 



Industrial Network Business Network 

Real -time Replication of Historian systems  

Production network 

/ 

Layer 3-4 network 

Historian Server 

Internet 

Real -time Historian server and 
Plant Information replication.  

Replica Historian Server 
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Waterfall 

Fully functional, real -time updated  
Replica Historian server.  
Available for business users.  
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Real -time Transfer of SCADA protocols  

Industrial Network Business Network 

Internet 

Waterfall OPC-DA 

Server/Client 

OPC-DA   

data 

OPC-DA 

Server/Client 

Waterfall OPC-DA  

Client/Server 

OPC-DA   

data 


