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Introducing: Waterfall Security Solutions Ltd

b Located in RoshrH a 0 a Igraeh

b Product core developed at 2004 and is evolving since

b Technology and Business Focus:

b North American SCADA Networks, Industrial Control networks, Utilities

and Critical Infrastructures

b Tight and continuous relationships with relevant regulators and authorities

b Installed-base:

b Nuclear Plants, Fossil Plants, Pipelines, Refineries, Oil & Gas,
Petro -Chemicals, Transportation, Air  -ports, Water , and many other

critical infrastructures and industrial organizations.
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Introducing: Waterfall Security Solutions Ltd

b What do we do:

Unidirectional Security Gateways , end to end solutions - providing seamless,
industrial grade, out-of-the-box integration and connectivity to existing

infrastructures, industrial applications and SCADA protocols Provide absolute security

b  Why customers buy our solutions:

b Assist achieving compliance to NERC, NRC and other relevant regulations

b Installed base includes Nuclear, Fossil and other power plants, pipelines,

refineries and more i all in industrial, critical or operational environments

b Robust, reliable, manageable, unidirectional security gateways
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The Quickly Changing Landscape

A Constant Change:
A Communication and process control systems are evolving
A Cyber-Threats are evolving |
A Security measuresi Bett er evol ve as

A The Threat

A Critical National | nfrastructures has become a prime target
for Cyber Terror and Cyber Crime

A The assaults are backed up by capable entities (countries or
terror groups with means )

A The perpetrators risks are minimal

AThere are sever al documented nsu
and other sorts of damage incidents
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The Threats are Real

TIMES

From The Times
August 23, 2008

Thousands of cy
utilities
Jonathan Richards

Computer networks controlling electri
of times a day in a new cyberwar ag
foreign states — the Government ha

Lord West of Spithead, the Security
those operating at a terrorist level” fri

dark READIN(

ABWARN.ORG

Alberta Water/Wastewater Agency Response Metwork

AbWARN ‘ﬂn -

Security experts closely monitoring spread of new zero-daywv
threat
July 20th, 2010 by Jared Serviss

On July 19-20, media reported that security experts are closely monitoring a

RISKY BUSINESS

Report: Ener
Target of We

ScanSafe questions whet|
under organized attack

OCTOBER 21, 2008 | Bad news for th

zero-day flaw being used in targeted attacks against organizations worldwide,
most not%:ly on SCADA systems. Security experts are concerned that the threat
could spread further. Concerns about additional attacks using the so-called
LMK wulnerability in Window s machines via USB devices and fileshares
prompted the SANS Internet Storm Center today to raise its Infocon alert level
to “yellow,” up from “green”™ (normal status). SANS decision to elevate the alert
lewvel was to help raise awareness of the vulnerability, which Microsoft officially
revealed on Friday after security researchers reported finding new malware
samples that could infect a Windows 7 machine via an infected USB drive. SAMNS®
vellow alert indicates that it is tracking a significant, new threat, and that users

Feea

er Plant Shutdown

lemergency shutdown for 48 hours

committee told
boos

hing to take up legislation next week that would
with additional authority to help protect the

Energy and Air Quality Subcommittee, several
fhe nation's power grid from cyberattacks is
le FERC additional powers to order utilities to

percent rate of being hit with Web-b

should take “immediate seecif_c action”™ to contain any impact of the threat. 1ted By Sples
Source article — Techworld, July 20, 2010
Source article — DarkReading, July 19, 2010
e T TCTOTHITY TU o TTe T TopOTT Mo ooaToare: WASIIING TUN = Uy perspres mave pemerrated the U.S. electrical grid and left behind

Energy companies experienced more Web-based malware attacks than any other vertical market in the third and former national-security officials.

quarter of this year, with an increased rate of exposure of 189 percent, followed by the pharmaceuticals and

chemical industry, with 181 percent; construction, 144 percent; transportation, 121 percent; and the media, 93 The spies came from China, Russia and

percent risk, according to ScanSafe’'s new "Global Threat Report."

Confidential a

software programs that could be used to disrupt the system, according to current

other countries, these officials said, and

were believed tobe on a mission tonavigate the U.S. electrical system and its
controls. The intruders haven't sought todamage the power grid or other key
infrastructure, but officials warned they could try during a crisis or war.
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Main Threat Scenarios:

b Let ds f oc ustheat scenarms: ma i n
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Scenario |l 1 Linking Critical and Business Networks

A The critical (operational, industrial) network is required to send real-
time information to business/administrative networks
A Plant and production information
A Operational monitoring and status information
A Alerts and events

A The business network is commonly connected to other networks,
Including the /nternet

Y ——

Sensor/
Actuator

Controller

A Via these connections, attackers can
gain access to the critical network
and carry out remote, online attacks

Into it

Relay Cloud

(Internet, Cellular,
RF, PSTN...)

Business
Network ‘
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Scenario Il T Remote Monitoring of Critical Networks

A A Control Center or Operations Center is remotely monitoring a critical
network or an equipment within it

A This can be a 3 party vendor or service provider monitoring equipment
for maintenance and service level

A The Control Center usually monitors many other networks, from other
facilities and other countries

originating from each and every network
which is monitored by thls Control Center

Internet/
Public network
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The Traditional Solution Approach I IT Security

A Deploy standard IT security means and techniques:
A Firewalls, intrusion detection and prevention systems
A Anti-viruses and content filters
A Encryption and authentication

A IT Security is not enough here:
A All IT Security products suffer
A software bugs
A Vulnerabilities and exploits
A miss configuration and human errors
I thus, can be hacked and circumvented

Is this good enough when considering the risks?
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Software Based Security (Firewalls)
COVER FEATURE

A Quantitative
Study of Airewall
Gonfiguration Errors

The protection that firewalls provide is only as good as the policy they are
configured to implement. Analysis of real configuration data shows that
corporate firewalls are often enforcing rule sets that violate well-
established security guidelines.

nOnl y o nieewald exhibited just a single misconfiguration.
All the others could have been easily penetrated by both

unsophisticated attackers and mindless automatic wormso
A. Wool, IEEE Computer, June 2004
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Software Based Security

pbWhat you must learn is that these rules are no
different than the rules of a computer system

Some of them can be bent.

Others can be broken.

Understand? Vy

Confidential and Proprietary



(T WATERFALL

Unidirectional Security Gateway I The Novel Solution
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The Novel/ Approach - Unidirectional Connectivity

b Unidirectional data connectivity from the industrial network to

corporate network
b Hardware based security, providing physical segregation

b Software agents installed on both ends to enable seamless

connectivity with existing infrastructure

Industrial Network Corporate Network

1
|
|
| =
@ Waterfall TX “ Waterfall RX @
a Server Server .

. A )

: ‘! TX i RX :

— H AS — H -

@ Waterfall Waterfall

—= RX appliance
aa |

TX appliance
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Waterfall 6s Security Uni direc
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Hardware Based Unidirectional
Security Gateway

Photocelli
Receive Only

Laser i
Transmit Only
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Connecting e But e.

b IP networks and applications are bidirectional, at all levels of

communication

b SolutionT MI mi ¢ behavi or of each n

N\

b nMi mi c o &xftransndssions reached original destination
b AMIi mi ¢c 0o Ransngssiah®as if coming from original sender

b Additional polling, pre-scheduled or trigger based activities and

operations
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Waterfall Implementation in Industrial Networks

b Used for transmitting data from the critical network
b Hackers on the outside have no path into the network

b The critical network is 100 % protected, business needs
IS 100 % fulfilled

Secured
Network Internet

Waterfall

* Fiber Optic Channel _v
g A WATERFALL 100 q A WATERFALL 100 m

Waterfall Agent
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Usage Scenarios 1T Supporting all the needs

Replicating applications and
historian systems

Transferring SCADA protocols

AR A ATaw aMYS - N

Remote View and Remote
Assistance
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Business Network

Replica Historian Server

TS
ui:
| \

E_

N TE
\\\

K | Historian Server

: Production network
\ /

: Layer 3-4 network
Fully functional, real -time updated
Replica Historian server.
Available for business users.

Real -time Historian server and
Plant Information replication.

Internet
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---------------------------------------------------------------------------
. o,

Business Network

opc-pa Waterfall OPC-DA
Server/Client ~ Client/Server

<>

OPC-DA :
data : Waterfall OPC-DA
: Server/Client

* o
-------------------------------------------------------------------------
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